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Artificial Intelligence in Public Safety

Executive Summary

Commodore Rachel Singleton infroduced the Defence Al Playbook, 20241, with *As
arguably the most transformative technology of our generation, new uses for Artificial
Intelligence (Al) are emerging at an unprecedented pace and increasing scale.”
With holistic potential across society, Al also has significant potential to enhance and
augment public safety activities across the UK. With this evident, British APCO ran an
Al roundtable event in September 2024 to explore the implications, challenges, and

next steps for Al within public safety control rooms.

Al has already begun to see deployments within control rooms across the UK,
examples often focusing on prediction, transcription, and monitoring. When
considering Al, arange of areas need to be considered to ensure the implementation
has the greatest likelihood to realise its benefits, challenges include:

Data Silos Problem Definition Regulations / Compliance
Data Quality Algorithm Development Legacy Systems
Data Governance Model Refraining Al Latency & Real-Time
Al Security & Privacy Business Confinuity Process Redefinition

Training & Talent Al Ethics & Bias Business Value & ROI

Details on these areas can be found within ‘Topic 1: Al Implementation Challenges’.

Further to the implementation challenges, concerns need to be managed:

¢ Automation vs Artificial Intelligence — Nof all automation activities require Al,
organisations should evaluate the business case for Al against alternative
options and not just be led by indusfry hype.

e Reluctance in Early Adoption — Uncertainty, repercussions of failure, and public
scrutiny can hamper uptake in Al solutions.

e Demystifying Al — Confusion around the umbrella term ‘Al’ can become
confusing, clear specific clarity is recommended, e.qg., Al prediction, Al scribe,
and Al translation.

e Al Automation and Human Oversite (Human-in-the-loop) - Human judgement
is critical; Al users need to know how / when to question Al outputs and how to
exploit Al's strengths.

¢ Managing Public Fears and Concerns — Ethical oversight, third party review,
user training, and mission critical criteria will help to alleviate concerns and
build confidence with the public.

1 https://assets.publishing.service.gov.uk/media/65bb75fa21f73f0014e0ba51/Defence_Al_Playbook.pdf
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Details can be found within ‘Topic 2: Al Implementation Concerns and Mitigations’.

With this considered, a blue-sky vision for Al's implementation in UK control rooms can
be summarised:

“Human operators will always be crucial to emergency responses. Al should augment
Control Room Operators’ decision-making, allowing faster, more informed outcomes.”

It is pertinent to highlight that the vision is not to ‘implement Al’', as this may lead to
poor solution-problem alignment, rather the vision is to ‘streamline, enhance, and
empower Control Room Operators’.

To help achieve this the ‘Topic 3: Al Innovation and Next Steps’ section guides user
organisations and the wider sector through explorative questions to understand how
to prepare for and harness the future of Alin public safety.

To further support users and build upon next steps, the annex of this document
contains an ‘Al Implementation Readiness Roadmap’, focusing on 6 key areas which
all impact the overall success and positive outcomes of Al technology. It is strongly
recommended that the questions posed within the roadmap are discussed within user
organisations.

| Data Readiness
Do you have Data suitable for Al2

Organisation Structure

Al Solution Who?
Problem-Solution Alignment? Change Management
Control?
Al Training and Talent Al Risks and Ethics
Can you Support Al2 Can you Manage Al¢

Business Value and ROI

| What does the implemented Al provide the Organisation? |

Readers may also be interested in documents published on the Government (DSIT)2,
MOD3, and Alan Turing Institute4 websites covering ethics, guidelines, and regulations.

2 https://www.gov.uk/government/organisations/office-for-artificial-intelligence
3 https://assets.publishing.service.gov.uk/media/65bb75fa21f73f0014e0ba51/Defence_Al_Playbook.pdf

4 https://www.turing.ac.uk/research/research-programmes/artificial-inteligence
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1 Introduction

As public safety organisations are faced with increasingly complex and high-pressure
scenarios, the role of technology, particularly Artificial Inteligence (Al), in mission-
crifical environments has become a focal point of untapped innovation, system-wide
refresh, and operational transformation. Al is poised to transform how public safety
professionals perform their roles, providing increased situational awareness,
augmented decision-making, and automation of time-consuming activities. From
streamlining operations in control rooms to providing real-time data analysis and
predictive insights, Al has the potential to enhance the efficiency, reliability, and
scope of emergency response efforts to deliver real benefits to the public that require
the services of public safety agencies.

The British Association of Public Communications Officials (British APCO) organised a
round table discussion in September 2024 to explore the increasing appearances and
potential of Al within the public safety sector. The event brought together
technologists, vendors, advisors, and public safety professionals to engage in a
collaborative dialogue on both the opportunities and the challenges that Al presents
to public safety organisations. Key topics included the enhancement of operational
capabilities, the integration of Al into existing systems, and the ethical and legal
implications of Al deployment.

This white paper is the product of that round table discussion. Though the scope is
focused on Al within the control room setting, it refers to additional back-office
applications and front-line responders.

The paper seeks to provide a roadmap for the responsible integration of Al
technologies, highlighting both practical applications and strategic considerations.
The overarching goal is to help public safety organisations harness the full potential of
Al while addressing the associated technical, operational, and ethical challenges.

To this end, a distiled document, the ‘Al Implementation Readiness “Tear-away”
Roadmap’, has been developed to support organisations with their internal Al
readiness as well as considerations needed for implementation strategies. Found
within the appendix, it contains key questions that user communities need to consider,
to develop confidence within their Al solutions and consequently provide holistic
organisational value.
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2 Background: The Al Landscape in Public Safety

Minister Clark (Under-Secretary of State for Al and Digital Government, 2023) foreword
- "Al has the potential to transform our economy and benefit our daily lives.
Harnessing its potential could help us tackle some of the biggest challenges we face,
from climate change to healthcare”, - [UK Gov Al Sector Study 2023]5. While Al offers
significant benefits, its implementation has drawn both praise and criticism. To ensure
Al integrates effectively within public safety, a balance between innovation and

established processes is necessary. The current Al public safety landscape, including
emerging trends, technologies, and challenges is briefly summarised across several
examples that follow.

Augmented Control Room Operators
Conftrol rooms are often inundated with information, which can overwhelm operators
and hinder their decision-making [Police contact management through call handling

and controlrooms¢]. Al can be deployed to assimilate and summarise incoming data,

streamline processing, and help operators focus on key details, enabling them to
make faster, more informed decisions. Examples include:

e Reducing double keying by pre-populating Computer-Aided Dispatch (CAD)
forms and automating data entry across applications. This capability is also
relevant to back-office and administrative functions;

e Optimising dispatch by analysing real-time data (e.g., traffic conditions and
incident requirements);

e Real-time franslation of non-native languages into English;

e Audio enhancement allowing operators to better understand callers and
assess the situations in disruptive environments through noise reduction and
vocal frequency boosting;

e Triaging incoming calls by analysing the content and urgency of a call, Al tools
can route emergency calls to operators with relevant contextual information,
while also re-directing non-emergency calls.

Use Case: Humberside Police Call Triaging
Every 999 call costs ~£7 to the emergency service receiving them [999 Call Costs’]. With 15.4

million calls amounting to around £105m in national expenditure per year; with as little as 20-
25% of calls deemed to require immediate emergency response [Police Forces Cope With

S https://www.gov.uk/government/publications/artificial-intelligence-sector-study-2023/artificial-inteligence-sector-study-2023

6 https://s3-eu-west-2.amazonaws.com/assets-hmicfrs.justiceinspectorates.gov.uk/uploads/a-call-for-help-police-contact-
management-call-handling-control-rooms-2018-19.pdf

7 https://firstaidforlife.org.uk/call-an-ambulance/
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Unprecedented 999 Calls Pressured]. Al-based triaging presents an opporfunity to derive
substantial cost savings to the Public Safety Organisations and identify ways to address the

unsustainable growth in 999 calls.

Humberside Police successfully integrated such Al technology into their contact management
processes, using the Al to assist call handlers through call tfranscription and information relay

[Artificial Intelligence Introduced to Enhance Emergency Response?’].

Predictive Tooling

In addition to analysing direct user inputs, Al has the ability to be used as a predictive
tool, drawing conclusions from historical data stored by an organisation, as well as live
inputs. Current examples of predictive Al tooling includes:

e Predictive analytics — Al-driven platforms have shown the ability to predict
emergencies and optimise resource use, improving response fimes.

e Risk prediction — Al tools for risk assessment and prediction can help identify
areas at high risk of incidents (e.g., natural disasters). These technologies
protect lives and property by reducing the incidence of major events.

Use Case: Durham Constabulary’s Harm Risk Assessment Tool (HART)
One of the first of its kind to be operationally deployed, the tool predicted the risk of individuals
re-offending or causing serious harm. It analysed data such as criminal history to generate risk
scores, aiding police in decision-making and resource allocation, [Helpin olice _make

custody decisions using artificial intelligence!?]. It should be noted that it has been criticised

for potential biases within the model dataset, [Fair Trials - Flaws in Al].

Testing Al Potential: Scottish Ambulance Service

The Scottish Ambulance Service (SAS) is investigating using Al to detect patterns in calls,
helping to predict demand and allocate resources more efficiently. By identifying recurring
issues, such as specific times or locations prone to incidents, Al can enable more proactive
resource planning and improve emergency response fimes, [SAS Digital & Data Strategy!!].

Al and Cyber Security

The use of Al extends past operational use cases, it is also being used to enhance
cybersecurity by monitoring and protecting IT systems. For example, Al is currently
being used to provide real-time monitoring of underground threats [Al in Cyber

8 https://news.npcc.police.uk/releases/public-urged-to-use-299-system-responsibly
? https://www.ukauthority.com/articles/humberside-police-tests-ai-for-domestic-abuse-calls/
10 https://www.cam.ac.uk/research/features/helping-police-make-custody-decisions-using-artificial-intelligence

1 https://www.scottishambulance.com/media/rbkdfpzv/sas_better-connected_d-d-strategy_oct2022.pdf
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Security'?], helping organisations detect and prevent cyberattacks early. It is widely
used by industries such as law enforcement for predictive threat analysis and risk
mitigation.

Other Al Deployments

There are various additional processes that may benefit from Al augmentation. For
example, back-office environments. Al improvements for back-office may include;
finance, email, internal chatbots, document searching/management, call
monitoring, and compliance. The potential applications for Al are only limited by the
understanding of the problem, process, and data.

Summary
The implementation of Al is in its infancy, however significant benefits within control
rooms have been identified. It is expected, as Al matures, further value will emerge.

12 https://darktrace.com/news/uk-government-department-signs-multi-million-dollar-contract-with-darktrace
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3 Topic 1: Al Implementational challenges

The road to Al implementation is complex and requires organisations to address
several challenges ranging from data management to organisational change
management.

Data Management

Al systems rely heavily on high-quality, labelled data to function effectively. Public
safety organisations, such as police, ambulance and fire and rescue services, collect
vast amounts of data from various sources, including crime reports, body cameras,
traffic systems, and social media. However, managing and preparing this data for Al
is one of the most significant hurdles.

Key Challenges

e Data Silos: Centralised data management is essential to avoid isolated data
management and/or misinterpreted data usage.

e Data Quality and Completeness: Al models require clean, complete, and
well-labelled data.

e Data Governance: Data management processes and responsibilities are
essential for data creation and maintenance. This includes considerations
around data control, sharing, and legislation.

e FEthics and bias: Continuous monitoring and control of data to ensure decisions
are not biased, align with the normative expectations of society, and do not
compromise ethical practice.

How does your organisation create, classify and maintain data?

Securing Al and Ensuring Compliance

The use of Al in public safety inherently involves sensitive data, including Personally
Identifiable Information (PIl), criminal records, and health information. Ensuring robust
information security measures that maintain data privacy and regulatory compliance
throughout delivery and Business as Usual, is a major roadblock to the implementation
of Al.

Key Challenges

e Security for Al systems: The sensitive nature of the data utilised by Al, combined
with its influence on operational decision making, means that appropriate

British APCO: Unit 14, The Stottie Shed, Bakers Yard, Christon Road, Gosforth, Newcastle upon Tyne, NE3 1XD
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Artificial Intelligence in Public Safety 10

security measures and policies must be implemented to avoid compromise of
personal information, as well as the data sets driving decision making.

e Regulatory Compliance: the data used with Al models in public safety will likely
leverage personal data that must be handled in compliance with GDPR.

Does your organisation have Al specific information security measures

and processes in place?

Development and Management of Al

Al solution development and management challenges often arise from the need to
meet specific requirements, adapt or build Al algorithms, and ensure robustness and
reliability in real-world applications.

Key Challenges

e Al Solution Alignment: Identifying relevant use cases and developing
appropriate Al models which align to the problem and its complexity level.

e Al Algorithm Development: Though it varies on the Al implementation,
solutions are not typically ‘off-the-shelf’ with machine learning and Al
applications being based on bespoke data and use-cases.

e Model Monitoring, Data Drifts, and Retraining: Models often experience "drift"
over time as real-world data distributions shift, which can degrade their
performance. Detecting and addressing both model and data drift requires
confinuous monitoring, retraining, and updating.

e Business Continuity and Control: Al solutions will also require specific
operational standards as redundancy and "reversionary modes/methods" if Al
solutions perform unexpectedly, and workaround is required fo maintain
operation.

Is your organisation prepared to move forward with a strategic

investment in Al solutions?
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Aligning Al with Existing Infrastructure & Service Management

Public safety organisations often have legacy IT systems that are not built to support
Al technologies. Introducing Al requires integrating new tools with existing
infrastructure, which can be complex and expensive. Moreover, IT service
management processes may need to evolve to support Al systems.

Key Challenges

e Legacy Systems: Legacy systems are often independent, standalone systems
or software applications that operate separately from one another, often with
different data structures, interfaces, and technologies.

e Cloud Infrastructure: Cloud infrastructure for Al solutions offers scalability,
flexibility, and access to advanced computational resources but, it if not
architected correctly, can present potential challenges with data security,
latency, and ongoing costs.

o Latency and Real-Time Constraints: Many Al solutions require near-real-fime
predictions. Achieving low-latency responses while maintaining accuracy
requires careful optimization of model size, architecture, and deployment
framework.

e IT Operating Model: IT operating models including Al development and run
capabilities, require relevant roles to ensure that Al systems align with real-
world operational needs, as well as IT governance covering Al specific
management activities.

Does the current infrastructure and operations enable the

implementation and integration of Al solutions?

Change Management

Al is not just a technological shift but also a cultural and organisational one. Public
safety organisations must manage the impact of Al on employees, particularly in terms
of job roles, processes, and trust in Al outputs.

Key Challenges

e Training and Skill Development: Al adoption requires upskilling staff to work
effectively with new tools and processes.

e Process Development / Re-engineering: Al may drive organisations to
reconsider and redesign core processes, requiring long-standing operational
procedures to be redefined.

British APCO: Unit 14, The Stottie Shed, Bakers Yard, Christon Road, Gosforth, Newcastle upon Tyne, NE3 1XD
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Artificial Intelligence in Public Safety 12

e Business Value and ROI: Analysing and measuring the business value and the
ROI of Al solutions is challenging as high-level human monitoring, and control
is required to operate these solutions at this maturity point. This complicates
the targeting of change across an organisation.

Do you have sufficient tools and processes to manage organisational change?

Summary

To implement and manage IT services utilising Al solutions in the public sector, it is
crucial to demystify the technology, highlight its supportive role, and establish strong
governance frameworks. With these measures in place, public safety organisations
can confidently explore Al's potential to enhance emergency response, streamline
operations, and ultimately serve the public more effectively.
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4 Topic 2: Al Implementation Concerns and Mitigations

This section focuses on these apprehensions, exploring ways to build confidence and
ensure that public safety organisations can effectively harness the power of Al where
appropriate.

Automation vs Al, When and Why?

It is critical that amongst the fog of technological solutions, the significant difference
between Al and automation (e.g. data flows), which have been present for many
years, is acknowledged. Automation can be inherently simple; if true, do this. Al,
however, based on ‘typically’ complex black box models cannot be described as
simply. Yet in some circumstances, automation and Al achieve the same output, and
organisations only need automated data flows to unlock initial benefits.
Consequently, organisations should always ask the question “Do | need Al for this
problem?2 Or would automation through a simple data flow / decision free achieve
the same resultse”

A way to consider this is to understand if the activity you are automating has static,
repeatable, well-understood inputs, and consequently you only expect well defined
outputs. These activities are better suited to automation principles. Alternatively, if the
inputs are varied (or potentially infinite) and consequently generating the desired
output requires a significant number of different variables to be considered, then Al
solutions are potentially better aligned.

Addressing Reluctance in Early Adoption

Many public safety organisations are apprehensive to being the first to adopt Al
technologies and are concerned about the repercussions of failure and potential
public scrutiny. Developing use-case-based development roadmaps, to establish a
scalable journey beginning with process automation through to advanced
generative Al solutions, supports business change and risk management.

To mitigate these concerns, organisations can start with Al in non-critical applications
and simple Al solufions. For example, human-supervised, Al-managed call
transcription can significantly reduce administrative burden while providing a low-risk
testing ground for the technology.

Demystifying Al and Enhancing Communication

Al is often viewed as an enigmatic and complex tfechnology, leading to
misconceptions about its capabilities. Using terms like “artificial inteligence” without
specifying its application can exacerbate this anxiety. It's essential fo communicate
clearly about what Al'is and is not. Framing Al as a tool for “*data analysis” or “*decision
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support” rather than as a replacement for human roles can make the technology feel
more accessible and less threatening.

Adopting transparent and understandable operations, rather than opaque and
undefinable black box systems can build trust internally and externally to public safety
organisations.

Balancing Al Automation and Human Oversight

A common concern among emergency responders is that Al could replace human
judgment, which is often critical in high-pressure situations. Al should be positioned as
a support tool to enhance human decision-making, not replace it.

For example, Al can assist control rooms by providing real-time data analysis and
predictive insights to help allocate resources more effectively. However, the final
decision should always rest with human operators, ensuring that Al serves as an
augmentative tool rather than a substitute for human expertise.

Managing public fears and concerns

Focusing on transparency, education, and demonstrating Al's supportive roles builds
trust by allowing the public to understand Al processes. Involving third-party reviews,
ethical oversight, and regular community engagement can also reassure the public
that Al is used responsibly and ethically, with human responders retaining control in
critical situations.

Summary

Clear communication can help demystify Al, framing it as a decision-support tool
rather than a replacement for human roles, reassuring both emergency service teams
and the public. Additionally, balancing Al's analytical capabilities with human
oversight ensures that Al serves as an aid, while ethical oversight and transparency
help manage public concerns about Al use in public safety.
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5 Topic 3: Al innovation frends and next steps

Al presents a wide range of benefits to public safety organisations. These include;
reducing manual effort, providing real-time predictive and analytic functionalities,
while also offering support in decision making or monitoring based activities. However,
to implement Al, and realise the available benefits, several challenges and concerns
need to be overcome. These range from upskiling staff, centralising data silos,
cleansing and labelling data, upgrading legacy IT systems, Al fransparency,
embedding security from the start, and mitigating ethical Al considerations.

It is critical to highlight that different Al tools will have different associated challenges.
Als that are based on an internal data model (and typically operate on historic
organisational data) will be more prone to the risks associated to Al ethics, data
governance, or model poisoning. While Als that use 39 party data models and
typically operate on live data; may be less tfransparent, require external sharing of
sensitive data, or have a higherrisk of targeted data poisoning. When considering the
challenges to implementation, organisations must ensure that there is a clear
understanding around the Al tool being implemented.

The “Blue-Sky” Vision: Al’'s Transformative Potential
Al has begun to be used worldwide, demonstrating its growing maturity [NCSC: Aland

Cybersecurity’3]. A maturity that is outpacing societies: social uptake, confidence,

and understanding, as well as public safety organisations: data readiness, internal skill
sets and operational / strategic frameworks. Consequently, much of what will be the
future for public safety services is already available.

When considering the “blue-sky” vision for Al within public safety, it is critical to first
define the scope of the vision, due to the fruly extensive range of areas in which Al
could be, and eventually will be, deployed. For this purpose, the vision focuses on Al
within the Mission Critical Control Room Environment, where activities are considered
high-impact and high-priority.

Based on the current appetites of the sector, and validated by Vendors and User
Organisations, it is expected that Al tools have the potential to reshape public safety
by automating data collection and analysis. However, it is not anticipated that Al will
be able to replace the ‘judgement’ of a human operator, which is critical to making
high-impact, high-priority decisions.

13 https://www.ncsc.gov.uk/guidance/ai-and-cyber-security-what-you-need-to-know
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Human operators will always be crucial to emergency response. Consequently, it is
instead expected that Al will be used to augment operator decision-making, allowing
faster, more informed outcomes. Al will help integrate data from multiple sources
(e.g., loT devices, social media, and CCTV) into unified systems that predict, monitor,
and manage incidents more effectively.

However, it is pertinent to highlight that the vision isn’t to ‘implement Al’, as this may
lead to poor solution-problem alignment, rather the vision is to ‘streamline, enhance,
and empower Control Room Operators and Front-line Officers to perform their role
safely and effectively’.

Your Unique “Blue-Sky” Vision...

Though there will be some similarities, the Blue-Sky vision will vary naturally for each
public safety organisation due to their unique and individual purpose and activities.
Consequently, the expectations of Al, the roles it should fulfil and the processes it
should be embedded into will differ. This will become more apparent as organisations
consider the next steps to Al implementation.

Next Steps...

To create and achieve the “Blue-Sky"” vision, there are various considerations and
preparations that need to be undertaken by public safety organisations, as well as by
the sector.

Next Steps...
... For Organisations;

It is critical that organisations have considered the following elements within their Al
implementation strategies or projects, understanding how these elements impact, or
are addressed, willimprove the likelihood of success. The focal points for Organisations
(O.x) are;

O.1. Strategic Al Implementation:
Organisations must identify and focus on the use cases and outcomes before
considering the Al technology.

Do you understand specifically what you want to achieve?

And why you want to achieve ite
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O.2. Model Scope:
Al models must possess the necessary data to fully support the intended
functionalities; insights cannot be generated from non-existent data.

How does the fraining data align with the requirements of the Al model?

(e.g.. a model trained on cats will not be able to identify a fish)

0O.3. Cybersecurity Risks:
It is critical to understand what cyber security requirements are required for the
Al implementation, from the beginning.

What Security is needed? (What data does it have access too?)
Who has access to the Al Tool2 (Who should have access to what data?)

O.4. Policy and Legislative Frameworks:
Governments, Committees and Organisations need to update policies to
ensure Al's ethical, responsible use while maintaining human oversight.

Do Organisations have a strategy for the entirety of the Service?
E.g.. where, what, how, why Al should be utilised?
What are the limitations, safeguards and/or mitigationse

O.5. Investment in Al Infrastructure:
Modernising legacy systems, data governance and improving data sharing will
be key to supporting Al deployment.

Is your organisation ready to manage, cleanse, and integrate multiple data
sources; internal and external to enable this functionality?

O.6. Workforce Training and Al Literacy:
Operators and Staff must be frained to understand and use Al effectively,
fostering trust in the technology, while appreciating its limitations.

Are users trained to understand and identify the limitations of Al2 And what
processes should be followed if the system was to fail?

O.7. Al Model and Data Change Management:
Data used by an Al solution must be of quality. Additionally, data lifetime and
update frequency must be reflected in model regeneration.

How frequent is the Al Model retrained? (If appropriate)
What Data Governance is in place? (What is the Data Supply chain?)

Who owns the data? How are Al updates managed and deployed?

British APCO: Unit 14, The Stottie Shed, Bakers Yard, Christon Road, Gosforth, Newcastle upon Tyne, NE3 1XD
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O.8. Scalability and Future Proof:
Al tools should be developed to scale with the organisation’s needs and wider
IT infrastructure plans.

What are the expected changes needed as the organisation grows?

O.9. Al Performance Monitoring:
To verify Al solutions are meeting expectations, criteria directly based off the
benefits and aims of the system are required to review its performance.

What does success look like2 What metrics are needed to track successe

How can we use this to drive success?e

O.10. Al ROI:
To support Business cases; an understanding of ROl is required. However, value
may also be found in the data quality, governance etc deployed.

What is the expected ROI of deploying the Al2 And the auxiliary activities?

Next Steps...

... For the Sector;

The wider sector also has a responsibility to consider the wider implementations and
social burdens of Al within public safety. The focal points for the Sector (S.x) are;

S.1. Strategic Al Solution Frameworks - Public Safety Programmes:
Considering the similarities between public safety organisations, and the
number of individual forces / frusts, public safety committees may wish to
consider ‘blueprints’ for Al implementation into well-established processes.

What are the processes that would realise the greatest value from Al2

How can this implementation be repeatably deployed successfullye

S.2. Cross-Sector Collaboration - Data Sharing:
Government Data can be standardised and shared for Al models.

What datasets could be managed nationally and utilised by Public Safety

Organisations?
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S.3. Cross-Sector Collaboration - Knowledge Transfer and Al Reviews:
Public safety organisations should work with private industry, academia, and
tech to ensure adaptable, robust Al solutions and best practices.

Do User Organisations have the connections necessary to understand Ale
Are User Organisations utilising neutral 3 party groups such as academics to

vet Al Solutions@

S.4. Ethical and Social Considerations:
Al deployment must address fairness, transparency, and bias to ensure it aligns
with societal values and protects citizens’ rights.

Do User Organisational data sets contain potential biases?

Can forces / trusts share data to overcome this?

S.5. Mission Critical Al:
Deployment of Al into Mission Critical (MC) environments may require
additional reviews of systems to ensure they are to standard, (i.e., MCx),
developing confidence around how Al is deployed into these environments.

What standardisation, support and considerations are needed to develop

trust in Al solutions and ensure successful implementation?

Summary

Al is set to re-imagine emergency services by augmenting human decision-making,
streamlining operations, and improving public safety. However, realising this potential
will require coordinated action, ethical guidelines, and continued investment to
ensure Al successfully supports human operator oversight.
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Al Implementation Readiness “Tear-away” Roadmap

Organisations require a clear framework to successfully implement Al. This 1-page tear away focuses on prompting
Public Safety Organisations to consider the holistic landscape in which an Al implementation is a part of. It is important

to note that this is not necessarily a complete list, nor does everything on the list apply to all Al implementations.

Types of Data: Sfructure and format of the data?
Data Quality: Validation Methods & Reliability?

Data Governance: Protocols, Owners & Regulations?
Data labelling: Process, Accuracy, Completeness?

Al Solution | Problem-Solution Alignmentz

Problem Identification: What is the Problem?
Problem / Al Complexity: Solvable and Aligned?
Model Suitability: Actionable, Contextual & Aligned?
Al Model: Architecture, latency, transparency?
Model Validation & Testing: How Often / When?
Model Bias: Assessed, Safeguards & Benchmarks?e
Model Monitoring: Performance & Retraining?
Model Security: Risks of Poisoning / Data Breach?
Integration: Compatibility & Adaptability?

Al Skills & Talent | Can you Support Al2

Gap Analysis: What new skills do staff need?
Team Composition: Identified required skill setse
Training Strategy: Retaining team knowledge?
Team Composition: Identified required roles?

Al Explainability: Do users understand the Al2
Interpretable Al: multiple output interpretations?
Al Limitation: Do users understand what Al Isn'te
Al Ethics: Do users understand fair use of Ale

» Data Readiness Do you have Data suitable for Al¢

Data Security: Storage, De-ldentify & Access?

Data Volume: Sufficient, Scalable & Processing?
Data Lifecycle: Retention & Update Frequency?
Data Bais: Representative, Mitigation & Fairnesse

3

Organisation Structure | Whoe

Accountability: Who Owns the Data, Al, Processes?
Al Governance: Teams, Committees & Controls?
Budgets: Funds for Scalability & Mainfenance?
Groups: Change, Al Review, Training, Process, Data?

Change Management Controle

Feedback: What works? What Doesn’te
Case for Change: How do users request changes?
Dominoes: Do changes to Datasets impact Al2

Al Risks & Ethics | Can you Manage Al¢

Identify: What risks are present?

Assess: What is the impact of these risks?

Mitigate: How can we avoid or limit the impact?
Incident Rollback: What happens if the Al fails2

Incident Response: Who will resolve any issues?e

Society Risks: How will society respond o the Al2

Legal: What regulations currently apply?2

Compliance: Who will oversee Legal compliance? ‘

Business Value and ROI | What does the implemented Al provide the Organisation?

Business Impact: Objectives & Mission?

Tangible Benefits: Cost, Speed, Accuracy...?
Intangible benefits: Compliance, Brand, Safety...2
Risk Reduction: Al Contribution, Estimation & Value?2

Measuring ROI: KPIs, Timeframes, Financial Return?
Cost Benefit Ratio: Maintenance Vs Benefitse
Scalability: Impacts to the Costs and Benefitse

Long-Term Strategy: How does the Al fit2

Summdry ihOUghtS. .+ Knowing the questions is half the answer.

It is unlikely an organisation will have high maturity in all areas. The aim is fo understand organisational weaknesses,
identify development strategies and track the potential impact on Al Project success.

Though a path down through the areas of consideration has been demonstrated, this does not need to be followed
when considering Al Projects and business cases. In this instance all areas should be considered in tandem. However,

this provides a loose guide to considering the priority areas to develop maturity; the earlier the section the greater the

potential impacts on Al Success.

Further high-level details can be found in the British APCO Al White Paper.
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